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The objective of this assignment is to write a set of programs in Java that demonstrates reliable communication mechanism of TCP protocol using unreliable transport protocol UDP between sender and a receiver programs. Each datagram sent should include all the necessary information as part of the “header” – such as sequence number, acknowledgement number, receive window, etc. TCP congestion control should also be incorporated. One suggestion is to use a string, with each part delimited by a special character (e.g. ‘=’). Each component can then be extracted using Java class StringTokenizer. Any certain packet can be marked as “lost” by the user before sending, meaning that it would never be delivered to the receiver, to test operation of data recovery. This information can also be contained in the header of a datagram, as a special field having “true” or “false” values. User should be able to mark any packet (or a sequence of packets) as “lost”. 
For example, if a specific datagram, N, is selected by a user to be “lost”, it would never be delivered to the receiver. Upon receipt of the N+1 datagram, receiver would reply with ACK datagram for N-1. After 3 duplicate ACKs, the sender would initiate fast recovery, as in TCP Reno implementation. 
You can assume that every segment has equal length, and for simplicity can use sequence numbers as 0, 1, 2 … You can also assume receive window is infinitely large. Payload contents of each datagram is not important; however, you can use some creativity – for example, type a sentence in the sender program, and make sure it is displayed correctly in the receiver program. 
A graphical interface (GUI) is required to be implemented. The sender software should enable the user to create a list of packets to be sent (including a selection of which packet(s) are lost). It should also display a list of all replies from the receiver (ACK numbers), as well as state of the protocol (e.g., “fast retransmit packet 5”) in a list window. The receiver software should display sequence numbers of packets received from the sender, as well as ACK numbers sent back to the sender (in a list control). Both sender and receiver should have text fields for input of destination IP address and port number. If testing your implementation on a single workstation, use IP address of 127.0.0.1, and any port numbers that are available (usually, above 1024). A good source of examples on how to use Java networking API and UDP, refer to textbook’s chapter 2 (p. 156 – 164). 
This implementation is a very simplified version of TCP protocol. You may assume that ACKs are never lost. Another assumption is that there is no out-of-order delivery of packets. For instance, since each sender and receiver are single-threaded applications, you can only implement a sender sending one datagram at a time, then receiving an ACK from the receiver, then sending another datagram (which one – depends on the situation and state of both the sender and the receiver). If you feel comfortable writing multi-threaded applications in Java, you may attempt to implement sender program having separate threads for sending and receiving, thus allowing the possibility for out-of-order delivery and multiple datagrams sent to the receiver before getting ACKs back. This gives rise to potentially interesting situations and user options (such as the ability to choose the delay time before any particular packet is sent out, resulting in out-of-order delivery and timeout situations). A sample communication data is shown below:
	Sender receive/send
	Receiver receive/send

	
	S=0,L=false, cwnd=1
	S=0,L=false, cwnd=1
	ACK=1

	ACK=1
	S=1,L=false, cwnd=2
	S=1,L=false, cwnd=2
	ACK=2

	ACK=2
	S=2,L=true, cwnd=3 - skip
	
	

	
	S=3,L=false, cwnd=4
	S=3,L=false, cwnd=4 (store in buffer)
	ACK=2

	ACK=2
	S=4,L=false, cwnd=5
	S=4,L=false, cwnd=5 (store in buffer)
	ACK=2

	ACK=2 (3rd duplicate ACK, fast retransmit, enter fast recovery – TCP Reno)
	S=2,L=false, cwnd=2 (cwnd is half-size)
	S=2,L=false, cwnd=2

(insert into buffer at proper place)
	ACK=5

	ACK=5
	S=5,L=false, cwnd=3
	…
	Etc.


Where S = sequence number, ACK = acknowledgement number, L = packet lost?, cwnd = congestion window size. 
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