CIS 3362 Homework #1

Monoalphabetic Ciphers Solutions

1) Try each of the possible keys. To decrypt, shift by 10. Thus, the original encryption key was 16. Here is the message, with spaces and punctuation added:
Welcome to crypto class! Hope this message wasn’t so hard to break.
2) Brute force can also be applied to this cipher. Trying all 312 keys yields the original encryption keys to be a = 19, b = 6. (The corresponding decryption keys are a = 11, b = 12.) Here is the message below:
While this one is harder, there is no reason you can’t just try all of the possible keys. Don’t forget to write down what the encryption function was. 

3) By running a frequency analysis, we find the most frequent ciphertext letters:
B 10.1%

K 9.3%

Q 10.7%

U 11.8%

It is more than likely that one of these four letters maps to the letter plaintext letter ‘e’.

The trigram “QLU” appears 8 times in the cipher text and it is likely that this maps to the word, “the.” Other repeated blocks of text that starts with QL are “QLPQ” and “QLKS”. Other words that start with “th” are “that” and “this.” Due to the repeating Q, it follows that “QLPQ” is “that” and “QLKS” is “this.” From here, enough of the puzzle is revealed to start making guesses at other letters based on the message that has been decrypted using these substitutions. Here is the complete message:
I have hidden a prize. It is on the second floor of HEC. It is close to a room. The number of that room is within one of a power of two and the sum of its first two digits equals the third. Near this room there is an object that resembles a sine wave. Underneath this object you will find an envelope with a prize. If you get this prize please email Arup so he can tell the rest of the class not to look for it as this might disrupt the person who works in this office.
Here is the full key:

	Plain
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M

	Cipher
	P
	E
	J
	C
	U
	D
	A
	L
	K
	W
	Z
	H
	T

	Plain
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	Cipher
	F
	B
	O
	N
	I
	S
	Q
	G
	X
	V
	M
	Y
	R


4) Using any one of the various tools online, we can easily encrypt the given plaintext using the affine encryption function f(x = (5x + 14) % 26. Here is the result:


uixop incbo rrenc bcaxi dfxin cvafu iimgn yroaa
Alternatively, a simple program can be written. The essential pseudocode for the function would look like the following:

for (i=0; i<strlen(msg); i++)

    printf(“%c”, (5*(msg[i]-‘a’)+14)%26 + ‘a’);

The key is to do all of the math with values in the range 0 – 25, and then map the answer back to regular characters.

5)  The rule for the value of a in the affine cipher is that gcd(a, 48) = 1. Let’s go through and list each number from 1 to 47 that is relatively prime to 48:

1, 5, 7, 11, 13, 17, 19, 23, 25, 29, 31, 35, 37, 41, 43, 47
There are 16 of these values. The value of b can be any one of 48 possible values. It follows that the total number of valid keys for the affine cipher is 16 x 48 = 768.
6) To solve for the decryption function f-1(x), insert x in place of f(x) and f-1(x) in place of x in the original equation:

x = (13 f-1(x) + 4) % 30

13 f-1(x) = (x – 4) % 30

Now, we must find the modular inverse of 13 mod 30:

30 = 2 x 13 + 4

13 = 3 x 4 + 1

13 – 3 x 4 = 1

13 – 3(30 – 2x13) = 1

13 – 3 x 30 + 6 x 13 = 1

7 x 13 – 3 x 30 = 1, thus, 7 = 13-1 mod 30.

Multiply the equation through by 7 to yield:

(7)13 f-1(x) = 7(x – 4) % 30

f-1(x) = (7x – 28) % 30

f-1(x) = (7x + 2) % 30

7) Let the encryption function be f(x) = (ax + b) mod 26.

Using the given information, we have:

f(4) =     4a + b = 0 mod 26

f(19) = 19a + b = 21 mod 26

Subtracting, we get

15a = 21 mod 26

Multiply through by 15-1 mod 26 (this is 7) to yield:

7(15a) = 7(21) mod 26

a = 147 = 17 mod 26.

Now, solve for b:

4(17) + b = 0 mod 26

68 + b = 0 mod 26

b = -68 mod 26

b = 10 mod 26

Thus, the encryption function is f(x) = (17x + 10) mod 26.
