CIS 3362 Homework #5 Solution
Number Theory, RSA
Due: Wednesday, 11/10/2010
1) Determine the following values:

a) Φ(235) = Φ(5 x 47) = (5 – 1)(47 – 1) = 184

b) Φ(5045) = Φ(5 x 1009) = (5 – 1)(1009 – 1) = 4032

c) Φ(6034176)
= Φ(28 x 35 x 97) = (28 – 27)(35 – 34)(97 – 1) = 1990656
d) Φ(646000000) = Φ(27 x 56 x 17 x 19) = (27 – 26)(56 – 55)(17 – 1)(19 – 1) = 230400000
e) Φ(55898489) = Φ(7129 x 7841) = (7129 – 1)(7841 – 1) = 55883520
Note: A calculator was used to prime factorize (a) through (d), but the program below was used to prime factorize (e):

#include <stdio.h>

int main() {

    int val = 55898489; // Hard-coded for problem 1e.
    int div = 2;

    while (div <= val) {

        // Found a divisor, print and go on.
        if (val%div == 0) {

            printf("%d\n", div);

            val /= div;

        }

        else

            div++;        

    }

    return 0;

}

2) Without the aid of any computing device, show how one can use Euler's Theorem to determine the remainder when 532378 is divided by 259.
Φ(259) = Φ(7 x 37) = (7 – 1)(37 – 1) = 216.

Thus, according to Euler’s theorem, 53216 ≡ 1 mod 259.

532378 = 532376532 = (53216)11532 ≡ 111(2809) ≡ 219 mod 258
3) A primitive root, α, of a prime, p, is a value such that when you calculate the remainders of  α, α2, α3, α4 , ... , αp-1, when divided by p, each number from the set {1, 2, 3, ..., p-1} shows up exactly once. In fact, one can simply check if α is a primitive root by calculating these remainders and seeing the first exponent that produces a remainder of 1. If p-1 is that exponent, then α is a primitive root. Write a short program that prompts the user to enter a prime number, p, and then tells the user each primitive root in the set {1, 2, 3, ..., p-1}. You are guaranteed that the user won’t enter a p greater than 10000. (This means that you can use a typical brute force algorithm to solve the problem.) Please attach your code.

Here is Java code to solve the problem:

// Arup Guha

// 11/2/09

// Program used to prime factorize numbers for CIS 3362 Homework#5 Q#3

// Asks the user for a prime and determines all of its primitive roots.

import java.util.*;

public class primitiveroot {


public static void main(String[] args) {



// Get the user's prime.



Scanner stdin = new Scanner(System.in);



System.out.println("Enter your prime.");



int p = stdin.nextInt();



// Loop through all bases.



int cnt = 0;



for (int a=1; a<p; a++) {




// See if a is a primitive root.




if (primitiveRoot(a, p)) {





System.out.print(a+" ");





cnt++;




}




if (cnt%30 == 0)





System.out.println();



}



// Print out the number of primitive roots.



System.out.println();



System.out.println(p+" had "+cnt+" number of primitive roots.");


}



// Pre-condition: p is prime and 1 < a < p.


// Post-condition: returns true iff a is a primitive root of p.


public static boolean primitiveRoot(int a, int p) {



int val = a, i;



// Calculate each modular exponent a^2, a^3... mod p.


for (i=2; i<p; i++) {




val = val*a%p;




if (val == 1)





break;



}



// If the exponent is p-1, it's a primitive root!



return (i == p-1);


}

}

4) Two separate RSA keys both use the same value of n = 531803. In particular, in one of the sets of keys, e = 123457 and in the other set of keys, e = 283757. It is known that the same message M has been encrypted using the public keys above yielding the ciphertexts 266399 and 337187, respectively. Determine integers x and y such that 123457x + 283757y = 1. Consequently, determine the original value of M without ever finding 
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 or either value of d. (Hint: Remember what it means to raise a value to a negative exponent – first raise it to the -1 power, and then raise that result to the corresponding positive power. Furthermore, remember that raising a value to the -1 power means finding its modular inverse.) Please show each step of your work. If you use one/edit one of the programs shown in class or write your own code, please include that in your write-up.

The program is included below.

First, running the Extended Euclidean Algorithm, yields that

x = 102480

y = -44587.
Finally, we calculate M = Me1x+e2y  mod n to get M = 413756.

// Arup Guha – 11/9/2010

// Solution to CIS 3362 Homework #5 Question #4.

public class Q4 {


public static void main(String[] args) {



// Set up these variables.



BigInteger e1 = new BigInteger("123457");



BigInteger e2 = new BigInteger("283757");



BigInteger n = new BigInteger("531803");



// Run Extended Euclidean Algorithm to solve for x.



BigInteger x = e1.modInverse(e2);



System.out.println("x is "+x);



// Use the answer for x to solve for y.



BigInteger temp = e1.multiply(x).subtract(new BigInteger("1"));



BigInteger y = temp.divide(e2);



System.out.println("y is "+y);



// The key is this: M^(e1x + e2y) = M mod n.



// Thus, we need to calculate M^e1x mod n and M^e2y mod n 



// and multiply these. Since y is negative. We must invert



// our answer after using the positive version of y, which is



// stored in the variable y above. 



// Finally, note that c1 = M^e1, so M^e1x is c1^x and



//                    c2 = M^e2, so M^e2y is c2^y.



// Two cipher texts.



BigInteger cipher1 = new BigInteger("266399");



BigInteger cipher2 = new BigInteger("337187");



// c1^x mod n.



cipher1 = cipher1.modPow(x, n);



// c2^y mod n, through two steps.



cipher2 = cipher2.modPow(y, n);



cipher2 = cipher2.modInverse(n);



// The answer is the product.



BigInteger finalanswer = cipher1.multiply(cipher2);



finalanswer = finalanswer.mod(n);



System.out.println("M is "+finalanswer);


}

}

Incidentally, in this system, p = 541, q = 983, d1 = 57913, and d2 = 115373.

5) Alice and Bob want to set up a new secret key using Diffie-Hellman. Their public key values are p = 26586842533836180377 and g = 155801347.

Alice sends Bob the following value: 4901835436588287625.

Bob’s secret number is 9128381272327547177.

What does Bob send to Alice, and what is the secret key value?

Bob sends to Alice 1558013479128381272327547177 mod 26586842533836180377. This is

6845695607003814738.

Secret Key is 49018354365882876259128381272327547177 mod 26586842533836180377, as calculated by Bob.
16319184037130652540.
Using the posted program that simulates the Diffie-Hellman protocol, this value and the secret key can be calculated. Here is the input/output of running the program that produced these answers:

Enter the approximate value of p you want.

26586842533836180377

Your prime is 26586842533836180377.

Now, enter a number in between 2 and p-1.

155801347

Person A: enter your secret number now.

12837481297359821371

Person A sends to person B 4901835436588287625.

Person B: enter your secret number now.

9128381272327547177

Person B sends to person A 6845695607003814738.

A takes 6845695607003814738 raises it to the power 12837481297359821371 mod 26586842533836180377

The Key A calculates is 16319184037130652540.

B takes 4901835436588287625 raises it to the power 9128381272327547177 mod 26586842533836180377

The Key B calculates is 16319184037130652540.

6) BONUS PROBLEM

170570068526    194461902769    182118528825    107633640341    49518779389
127724786068    122760860105    172214142089    117136966987    96303475261
122958366994    165842806670
Numbers of interest are: 92345352347 and 214020469261
This is RSA, as the numbers might indicate. Furthermore, the first number is smaller than the second, so it stands to reason that the second number is n and the first number is e. In order to find d, we must factor n. From there, we can calculate phi(n) and utilize that to find d, the modular inverse of e mod phi(n). We can use the BigInteger class in Java to do this:
Here is the C code that found that 214020469261 = 234571 x 912391:

// Arup Guha

// 11/10/2010

// Partial solution to Bonus Question for CIS 3362 Homework

import java.math.*;

public class Q6 {


public static void main(String[] args) {



// Note: Using BigInteger here makes this code MUCH, MUCH slower



//       than the alternative. But, I did it so that the rest of



//       the problem was easier.



BigInteger n = new BigInteger("214020469261");



// Our number isn't even...



BigInteger div = new BigInteger("3");



BigInteger one = new BigInteger("1");



// Dummy values for now.



BigInteger p = new BigInteger("1");



BigInteger q = new BigInteger("1");



// Factor n.



while (true) {




// Found the divisor!




if (n.mod(div).equals(new BigInteger("0"))) {





p = div;





q = n.divide(div);





break;




}




div = div.add(new BigInteger("2"));



}



// Print out factorization and phi.



BigInteger phi = (p.subtract(one)).multiply(q.subtract(one));



System.out.println("p = "+p+" and q = "+q+" phi(n)= "+phi);



// Find d.



BigInteger e = new BigInteger("92345352347");



BigInteger d = e.modInverse(phi);



System.out.println("Decryption exponent: "+d);


}

}

The output of this program is:
p = 234571 and q = 912391 phi(n)= 214019322300

Decryption exponent: 152265828083

We can then raise each of the numbers in the message to this power, mod n, to obtain the “plaintext” in numeric form.

Here is the code that accomplished this:

// Open file with ciphertext.



Scanner fin = new Scanner(new File("message.txt"));



while (fin.hasNext()) {




// Read in this block and create the BigInteger.




BigInteger cipher = new BigInteger(fin.next());




BigInteger plain = cipher.modPow(d,n);







System.out.println(plain);



}



fin.close();

The corresponding plaintext is:

88572734613

36520277200

97840014532

98291764512

88658144969

104004336194
4116711000

36377833592

5479751434

121876082004
117702918640
88634114449

Now, we must convert these to letters. Luckily, the “code” used here is just the base 26 code in the sample program RSA2BigInt.java that’s posted on the course website. When you use the method convertBack in this file and pass in these numbers and a blocksize of 8, the output you get is:
LASTPRIZ

EOFTHESE

MESTERIA

MGETTING

LAZYNEAR

MYROOMIS

ANIMPLEM

ENTTOTHW

ARTFIREO

PENTHEDO

ORANDVOI

LAXXXXXX

Putting in the correct line breaks and omitting the trailing X’s, we have:

LAST PRIZE OF THE SEMESTER. I AM GETTING LAZY. NEAR MY ROOM IS AN IMPLEMENT TO THWART FIRE. OPEN THE DOOR AND VOILA!

_1225024360.unknown

