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Figure 5.3 AES Encrypnon and Decryptlon

of the block (the other three stages), ¢ollowed by XOR ercryption, &
This scheme is both efficient and highly secure.
= Each stage is easily reversible. For the Substitute Byte, ShiftR
MixColumns stages, an inverse function is used in the decryptlon
For the AddRoundKey stage, the inverse is achieved by XORmE
round key to the block, usmg the result that A @B @®B=A

8. As with most block mphers, the decryption algorithm makes.
expanded key in reverse order. However, the decryption algor
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Tabie 5.4 AES S-Boxes
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(a) S-box

(b) Inverse S-hox
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Fignre 5.9 AES Key Expansion

o cation detined over the tield GF(2°). Lhe values of RC|j] in hexadecimal are

i |1 2 3 4 5 6 7 8 9 | 10
RCl | o1 | 02 | o4 | 08 | 10 | 20 | 40 | 8 | 1B | 35
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ShiftRows Transformation
d shift row transformation,

Forward and Inverse Transformations The forwar
§tate is not altered. For the

called ShiftRows, is depicted in Figure 5.5a, The first row of
ow, a 2-byte circular

second row, a 1-byte circular left shift is performed. For the third r
3-byte circular left shift is performed. The

left shift is performed. For the fourth row, a
following is an example of ShiftRows:

nsformation, called TnvShiftRows, performs the circu-

The inverse shift row tra
e last three rows, with a one-byte cir-

lar shifts in the opposite direction for each of th
cular right shift for the second row, and so Ofl.

Rationale The shift row transformation is more ubstantial than it may first appear.
"This is because the State, as well a8 the cipher input and output, is treated as an array o

four 4-byte columus. Thus, on encryption, the first 4 bytes of the plaintext are copied to
the first column of State, and so on. Further, as will be seen, the round key is applied to

State column by column. Thus, a row shift moves an individual byte from one column
to another, which is a linear distance of a multiple of 4 bytes. Also note that the trans-
formation ensures that the 4 bytes of one column are spread out to four different

columps. Figure 5.3 illustrates the effect. .
el

{b) Mix column transformation

AES Row and Column Operations o ‘

Figure 5.5
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MixColumns Transformation

orward and Inverse Transformations The forward mix column transforma-
tion, called MixColumns, operates on each column individually. Each byte of a column
-is mapped into a new value that is a function of all four bytes in that column. The trans-
‘formation can be defined by the following matrix multiplication on State (Figure 5.5b):

01 01 |{sgp So1 So2 Soa Spo S 6,1 s 6,2 § 6,3
03 0 S0 St S1z i3 S'l,o '3'1,1 3'1,2 5 ’1,3
02 03 |]|s0 S21 S22 3 $30 8 '2,1 S22 323
01 02)[s0 s31 §32 2 S30 S31 S3n S33

(3.3)

- Each element in the product matrix is the sum of products of elements of one row and
one column. In this case, the individual additions and multiplications® are performed
in GF(2%). The MixColumns transformation on a single column j(0 < j =< 3) of State
can be expressed as

= (2e50;) ® (Bes1;) Dso; D s
=50,; D 2es;)) D (305;) D 53
= 50, D 51,; D (2052,;) D (3+53,)
= (3450,;) ®5,; D5 D (25

The following is an example of MixColumns:

Let us verify the first column of this example. Recall from Section 4.6 that, in
GF(28), addition is the bitwise XOR operation and that multiplication can be per-
formed according to the rule established in Equation (4.10). In particular, multipli-
cation of a value by x (i.e., by {02}) can be implemented as a 1-bit left shift followed
by a conditional bitwise XOR with (0001 1011) if the leftmost bit of the original
value (prior to the shift) is 1. Thus, to verify the MixColumns transformation on the
first column, we need to show that

({02} - {87}) @ ({03} - {6E}) . {46} @ {A6} = {47}
{87} @ ({02} - {6E}) @ ({03} - {46}) ® {A6} = {37}
{87} ® {6E} @ ({02} - {46}) @ ({03} - {A6}) = {94}
({03} {87}) @ {6E} _ @ {46} ® ({02} - {A6}) = {ED}

e follow the convention of FTPS PUB 197 and use the symbol » to indicate multiplication over the fi-
nite field GF(2%) and @ to indicate bitwise XOR, which corresponds to addition in GF(28).




