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gure 3.5 Single Round of DES Algorithm

The round key K; is 48 bits. The R input is 32 bits, This R input is first expanded to
48 bits by using a table that defines a permutation plus an expansion that involves du-
plication of 16 of the R bits (Table 3.2c). The resulting 48 bits are XORed with K;. This
48-bit result passes through a substitution function that produces a 32-bit output,
which is permuted as defined by Table 3.2d.

The role of the S-boxes in the function F is illustrated in Figure 3.6. The sub-
stitution consists of a set of eight S-boxes, each of which accepts 6 bits as input and
produces 4 bits as output. These transformations are defined in Table 3.3, which is
interpreted as follows: The first and last bits of the input to box S; form a 2-bit
binary number to select one of four substitutions defined by the four rows in the
table for S; The middle four bits select one of the sixteen columns. The decimal
value in the cell selected by the row and column is then converted to its 4-bit rep-
resentation to pro'cluce the output. For example, in Sy, for input 011001, the row is
01 (row 1) and the column is 1100 {column 12). The value in row 1, column 12 is 9,
so the output is 1001. _

Each row of an S-box defines a geéneral reversible substitution. Figure 3.1
may be useful in understanding the mapping. The figure shows the substitution for
row 0 of box §,.

The operation of the S-boxes is worth further comment. Ignore for the
moment the contribution of the key {K;). If you examine the expansion table, you
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Definition of DES S-Boxes

ble 3.3
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Table 3.2 Permutation Tables for DES
(a) Tnitial Permutation (1P}
5

¢ Feistel cipher, the overall processing
liowing formulas:

labeled L (left) and R (righ;c). As in any classi

each round can be summarized in the fo

L= R
R; = Li—y X F(Ri-1, Ki)
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Table 3.4 DES Key Schedule Calculation
(a) Input Key

DES Decryption -
As with any Feistel cipher, decryption uses the same algorithm as encryption, eXcef
that the application of the subkeys is reversed.

The Avalanche Effect

A desirable property of any encryption algorithm is that a small change in either ﬂi

plaintext or the key should produce a significant change in the ciphertext. In parti
a change in one bit of the plaintext or one bit of the key should produce 2 chang




