Fall 2021 CIS 3362 Homework #6: Public Key Encryption
Check WebCourses for the due date

1) In the Diffie-Hellman Key Exchange, let the public keys be p =53, g = 12, and the secret keys
be a =24 and b = 43, where a is Alice’s secret key and b is Bob’s secret key. What value does
Alice send Bob? What value does Bob send Alice? What is the secret key they share? Use a
program or calculator to quickly simplify the modular exponentiations that arise, but show what
each calculation is.

2) In an RSA scheme, p=41,q=17 and e = 543. What is d?

3) In Elliptic Curve Arithmetic what is the sum of the points (7, 9) and (15, 29) on the curve E41(3,
4)?

4) In Elliptic Curve Arithmetic calculate 4 x (5, 12) on the curve E41(3, 4)? (Note: This will require
you to multiply by two twice.)

5) Consider an El Gamal cryptosystem with the prime g = 37 and the primitive root a = 18. Alice
picks Xa =13 for her secret key. What is the public key Y a that Alice posts? Now, consider sending
the message M = 31 to Alice. Give two different ordered pairs that you could send to Alice using
her public keys to encrypt M. For each, write down which value of k you picked, the corresponding
value of K, as well as the cipher text, the ordered pair (C1, Cz). Use a program or calculator to
quickly simplify the modular exponentiations that arise, but show what each calculation is.



6) Time to break a code! This was produced using RSA2Biglint.java. Here are the public keys for
the system used.

2765039178267668499020061841
922535452715757606722838121

Public key n
Public key e

Here is the ciphertext to decipher:

195038167899690250214751691

2141711604222016557798536602
1066548693211359835237653738
2317202622660662466588325232
2069834036680626018726058180
2707920486321294216134630753
112373083172823378545343444

1522415492040755362449248759
2318712221747538782511464915
2267946947965001933538435629

Each number represents a block of 19 uppercase letters.
Good luck!

Arup



