Fall 2025 CIS 3362 Homework 1 Solution

1) (shift)
kivgwcimtgmdmgiul zgvsgvoixatzgopbvwe

Solution
I ran my program breakshift.py that is attached and here is the output it produced:

Jjhufvbilsplclphtkypurpunhwzsypnoauvd
igteuahkrokbkogsjxotgotmgvyrxomnztuc
hfsdtzgjgnjajnfriwnspnslfuxgwnlmystb
gercsyfipmizimeghvmromrketwpvmklxrsa
fdgbrxeholhyhldpgulgnlgjdsvouljkwqgrz
ecpagwdgnkgxgkcoftkpmkpicruntkijvpqgy
dbozpvcfmjfwfjbnesjoljohbgtmsjhiuopx
canyoubelieveiamdrinkingapslrightnow
bzmxntadkhdudhzlcghmjhmfzorkghfgsmnv
10 aylwmszcjgctcgykbpgligleyngjpgefrlmu
11 zxkvlrybifbsbfxjaofkhfkdxmpiofdegklt
12 ywjukgxahearaewiznejgejcwlohnecdpjks
13 xvitjpwzgdzgzdvhymdifdibvkngmdbcoijr
14 wuhsiovyfcypycugxlchechaujmflcabnhig
15 vtgrhnuxebxoxbtfwkbgdbgztilekbzamghp
16 usfggmtwdawnwasevjafcafyshkdjayzlfgo
17 trepflsvczvmvzrduizebzexrgjcizxykefn
18 sgdoekrubyuluyqgcthydaydwgfibhywxjdem
19 rpcndjgtaxtktxpbsgxczxcvpehagxvwicdl
20 gobmcipszwsjswoarfwbywbuodgzfwuvhbck
21 pnalbhoryvrirvnzgevaxvatncfyevtugabj
22 omzkagngxughqumypduzwuzsmbexdustfzai
23 nlyjzfmpwtpgptlxoctyvtyrladwctrseyzh
24 mkxiyelovsofoskwnbsxusxgkzcvbsgrdxyg
25 ljwhxdknurnenrjvmarwtrwpjybuarpgcwxf
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Looks like the key was 8 and the original plaintext (with spaces, capitalization and punctuation
added) is:

Can you believe I am drinking a PSL right now?
2) (shift)

amzsghifscbdzomtowfkwzzpsuwjsbcbnccapsgoigswkwzzpshfojszwbuk
whvhvsdfcufoaawbuhsoawbhvspsuwbbwbuctgsdhsapsfkwgvigziqy

Solution



I ran my program inputting this ciphertext and will not include the whole output because it line
wraps and won't look great. But with a visual inspection, I found that the key = 14 and here is the
corresponding plaintext, again with capitalization, punctuation, etc. added:

My lecture on Playfair will be given on Zoom because I will be traveling with the
programming team in the beginning of September. Wish us luck!

3) (affine)

rozcrrpagodrpivimovxagsmcvvidrhuvigxadegboowgbocrbhirmphuzgv
wadrpipozigrpgramgdadmovzovgriaradrosuhimrcviodidaesqgrpaguiqg
vapgnirvaixqgdxtgahixroxorpagadrpiryozggruigvgbcragspozadebuz
crraderpagadyvaradeadqgdgggaedsidrayahhtiihroobgxdorroxoar

Solution

[ ran my program, breakaffine.py on this ciphertext. This program tries all 312 affine decryption
keys and searches for three words in the supposed decryption: "the", "and" and "prize". Luckily
the program only spit out 12 possibilities and the last one is the correct plaintext. Here is
everything it spit out:

1 16
hepshhfgwethfylycelnggicsllythxklygngtugreemgreshrxyhcfxkpglmgth
fyfepywhfghgcgtgtcelpelghyghgtheikxychslyetytquighfgwkyglgfgdyhl
gyngtnjggxynhenehfgwgthfyhoepgwhkyglwrshqggifepgturkpshhgtuhfgwgt
olghgtugtgtgwwqutiythgogxxjyyxheergntehhenegh

1 23
olwzoomxdlaomfsfjlsuxnpjzssfaoersfnuxabnylltnylzoyefojmerwnstxao
mfmlwfdomnoxjnaxajlswlsnofxoxaolprefjozsflafaxbpnomxdrfnsxmnkfos
xfunaugnxefuolulomxdxaomfovlwndorfnsdyzoxnpmlwxabyrwzooxabomxdxa
vsxoxabxananddxbapfaoxvxeegffeollynualoolulxo

3 23
wnudwwgxpngwgvivhnioxtzhdiivgwsfivtoxgjtannltandwasvwhgsfutilxgw
gvagnuvpwgtwxhtgxghniunitwvxwxgwnzfsvhwdivngvgxjztwgxpfvtixgtkvwi
xvotgoctxsvownonwgxpxgwgvwrnutpwfvtipadwxtzgnuxgjafudwwxgjwgxpxg
rixwxgjxgtgtppxjgzvgwxrxsscvvswnnatognwwnonxw

5 6
nybgnndgkyvnduhuoyhrgisoghhuvnpchuirgvailyymilygnlpunodpcbihmgvn
dudybukndingoivgvoyhbyhinugngvnyscpuonghuyvuvgasindgkcuihgditunh
gurivrxigpurnyryndgkgvndunwybikncuihklgngisdybgvalcbgnngvandgkgv
whgngvagvivikkgavsuvngwgppxuupnyylirvynnyrygn

5 15
whkzwwmpthewndgdxhgaprbxzqggdewylgdrapejruhhvruhzwuydwxmylkrgvpew
mdmhkdtwmrwpxrepexhgkhgrwdpwpewhblydxwzgdhedepjbrwmptldrgpmrcdwg
pdareagrpydawhahwmptpewmdwfhkrtwldrgtuzwprbmhkpejulkzwwpejwmptpe
fgpwpejpererttpjebdewpfpyygddywhhuraehwwhahpw

519
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ghglohxagvatbvitibluoluvahtatialfpchbaduhlihitnfvagtxphvutgvghau
theviekvtchealelagtxtiaghajlovxaphvuxydatviglotinypodaatinagtxti
Jjutatintivivxxtnifhiatjtcckhhcallyveilaalelta

77
wbavwwihxbcwilylnbymhpdnvyylcwerylpmhcjpobbfpobvwoelwnierapyfhcw
ilibalxwipwhnpchcnbyabypwlhwhcwbdrelnwvylbclchjdpwihxrlpyhipulwy
hlmpcmkphelmwbmbwihxhcwilwtbapxwrlpyxovwhpdibahcjoravwwhcjwihxhc
tyhwhcjhcpcpxxhjcdlcwhtheekllewbbopmcbwwbmbhw

7 9
ydcexyykjzdeyknanpdaojrfpxaaneygtanrojelrgddhrgdxyggnypkgtcrahijey
knkdcnzykryjprejepdacdarynjyjeydftgnpyxandenejlfrykjztnrajkrwnya
jnoreomrjgnoydodykijzjeyknyvdcrzytnrazgxyjrfkdcjelgtexyyjelykijzije
vajyjeljererzzjlefneyjvjggmnngyddgroedyydodjy

7 13
chgbccondhicorerthesnvjtbeerickxervsnipvuhhlvuhbcukrctokxgvelnic
orohgrdcovcntvinitheghevecrncnichjxkrtcberhirinpjvcondxrvenovarce
nrsvisgvnkrschshcondnicorczhgvdexrvedubcnvjohgnipuxgbcecnipcondni
zencnipnivivddnpijricnznkkgrrkchhuvsihcchshnc

15 23
szibssoxjzgsonanvzaexdhvbaangsylandexgfdmzzpdmzbsmynsvoylidapxdgs
onozinjsodsxvdgxgvzaizadsnxsxgszhlynvsbanzgngxfhdsoxjlndaxodknsa
xnedgewdxyneszezsoxjxgsonstzidjslndajmbsxdhozixgfmlibssxgfsoxjxqg
taxsxqgfxgdgdjjxfghngsxtxyywnnyszzmdeqzsszezxs

17 7
klgpkkchflgkcnandlaihtbdpaangkwjantihgxtyllrtylpkywnkdcwjgtarhgk
cnclgnfkctkhdtghgdlaglatknhkhgklbjwndkpanlgnghxbtkchfjntahctunka
hnitgisthwniklilkchfhgkcnkzlgtfkjntafypkhtbclghgxyjgpkkhgxkchfhg
zahkhgxhgtgtffhxgbngkhzhwwsnnwkllytiglkklilhk

19 8
toputthisontherecordiamcurrentlyreadingabookaboutbletchlyparkint
hehopesthaticanincorporateitintomylectureonenigmathisyearihavetr
iedandfailedtodothisinthetwopastyearsbutiamhopingbyputtingthisin
writinginanassignmentiwillfeeltoobadnottodoit

19 8
toputthisontherecordiamcurrentlyreadingabookaboutbletchlyparkint
hehopesthaticanincorporateitintomylectureonenigmathisyearihavetr
iedandfailedtodothisinthetwopastyearsbutiamhopingbyputtingthisin
writinginanassignmentiwillfeeltoobadnottodoit

It follows that the decryption keys were a = 19, b = 8. Here is the work for the corresponding
encryption keys (not necessary):

x =19y + 8 (mod 26)

19y = (x — 8) (mod 26)

11(19y) = 11(x — 8) mod 26
y=11x—-88 =11x + 16 (mod 26)

So this message was encrypted with the keysa =11, b= 16.



Here is the plaintext with the normal formatting added:

To put this on the record I am currently reading a book about Bletchly Park in the hopes
that I can incorporate it into my lecture on Enigma this year. I have tried and failed to do
this in the two past years but I am hoping by putting this in writing in an assignment I will
feel too bad not to do it.

Incidentally, I have been trying to read the book when I go to lunch. So far I have read 104 pages.
I will say that it's a compilation of first hand sources (people who were actually there), and combing
through these sorts of sources is not easy. (People say a lot of random, non-relevant things. So
when historians take those first hand accounts and write them up, they do a great deal of work
cleaning up the writing and presenting what occurred in a more objective way, removing lots of
irrelevant commentary.)

4) Using the affine cipher with encryption keys a =9 and b = 4, encrypt a message (a nice one)
for the course TAs!

Solution
I ran my program printaffine.py which has a message hard-coded and then I encrypted it with the
keys above to yield the following ciphertext:

tpergkxabgbefyrgimekkygriort



