1. a)

Step 1: Convert key to K

Key[0] = ‘G’ = 0x47 = 01000111 => K[0] = 0100, K[1] = 0111;


Keep doing we get all the K[i];


K is: 0100, 0111, 0100, 1111, 0100, 1011, 0100, 1110, 0100, 1001, 0100, 0111, 0100, 1000, 0101, 0100, 

Step 2: Initialize T, S


S is simply from 0 to 15


S is: 0000, 0001, 0010, 0011, 0100, 0101, 0110, 0111, 1000, 1001, 1010, 1011, 1100, 1101, 1110, 1111,

Since K is also 16-unit long, T is just a copy of K

T is: 0100, 0111, 0100, 1111, 0100, 1011, 0100, 1110, 0100, 1001, 0100, 0111, 0100, 1000, 0101, 0100,
Step 3: Initial permutation of S


Follow this loop:



//initial permutation of S


j = 0;


for (i=0; i< 16; i++) {



j = (j + S[i] + T[i]) % 16;



swap (S[i], s[j]);


}


Iteration 1: j = 0, i = 0, S[i] = 0, T[i] = 4 => j = 4, swap(S[0], S[4])


Keep doing we get:

S after swap 0 4: 4, 1, 2, 3, 0, 5, 6, 7, 8, 9, a, b, c, d, e, f, 

S after swap 1 12: 4, c, 2, 3, 0, 5, 6, 7, 8, 9, a, b, 1, d, e, f, 

S after swap 2 2: 4, c, 2, 3, 0, 5, 6, 7, 8, 9, a, b, 1, d, e, f, 

S after swap 3 4: 4, c, 2, 0, 3, 5, 6, 7, 8, 9, a, b, 1, d, e, f, 

S after swap 4 11: 4, c, 2, 0, b, 5, 6, 7, 8, 9, a, 3, 1, d, e, f, 

S after swap 5 11: 4, c, 2, 0, b, 3, 6, 7, 8, 9, a, 5, 1, d, e, f, 

S after swap 6 5: 4, c, 2, 0, b, 6, 3, 7, 8, 9, a, 5, 1, d, e, f, 

S after swap 7 10: 4, c, 2, 0, b, 6, 3, a, 8, 9, 7, 5, 1, d, e, f, 

S after swap 8 6: 4, c, 2, 0, b, 6, 8, a, 3, 9, 7, 5, 1, d, e, f, 

S after swap 9 8: 4, c, 2, 0, b, 6, 8, a, 9, 3, 7, 5, 1, d, e, f, 

S after swap 10 3: 4, c, 2, 7, b, 6, 8, a, 9, 3, 0, 5, 1, d, e, f, 

S after swap 11 15: 4, c, 2, 7, b, 6, 8, a, 9, 3, 0, f, 1, d, e, 5, 

S after swap 12 4: 4, c, 2, 7, 1, 6, 8, a, 9, 3, 0, f, b, d, e, 5, 

S after swap 13 9: 4, c, 2, 7, 1, 6, 8, a, 9, d, 0, f, b, 3, e, 5, 

S after swap 14 12: 4, c, 2, 7, 1, 6, 8, a, 9, d, 0, f, e, 3, b, 5, 

S after swap 15 5: 4, c, 2, 7, 1, 5, 8, a, 9, d, 0, f, e, 3, b, 6,
Step 4:
Convert plaintext to bit array, same as the convert of key to K:

P is: 0100, 0110, 0100, 1001, 0101, 0010, 0101, 0011, 0101, 0100, 0100, 0101, 0101, 1000, 0100, 0001, 0100, 1101,

Step 5: Stream Generation


Follow this loop:


//Stream Generation


i = 0;


j = 0;


l = 0;


for (l=0; l< P.length; l++) {



//get key



i = (i + 1) % 16;



j = (j + S[i]) % 16;



swap (S[i], [j]);



t = (S[i] + S[j]) % 16;



k = S[t];



//XOR key with plaintext to get ciphertext



C[l] = P[l] ^ k;


}

Iteration 1: i = 0, j = 0, l =0

=> i = (0 + 1) % 16 = 1;
=> j = (0 + 12) %16 = 12;
=> swap (S[1], S[12])
=> t = (S[1] + S[12]) %16 = (12 + 14) % 16 = 10

=> k = S[10] = 0;

=> C[0] = P[0] XOR 0 = 0100 = 0x4
Keep doing we get:

i = (i+1) = 1

j = (j+S[i]) = 12

S after swap 1 12: 4, e, 2, 7, 1, 5, 8, a, 9, d, 0, f, c, 3, b, 6, 

t = (S[i]+S[j]) = 10

k = S[t] = 0

C[0] = 4

i = (i+1) = 2

j = (j+S[i]) = 14

S after swap 2 14: 4, e, b, 7, 1, 5, 8, a, 9, d, 0, f, c, 3, 2, 6, 

t = (S[i]+S[j]) = 13

k = S[t] = 3

C[1] = 5

i = (i+1) = 3

j = (j+S[i]) = 5

S after swap 3 5: 4, e, b, 5, 1, 7, 8, a, 9, d, 0, f, c, 3, 2, 6, 

t = (S[i]+S[j]) = 12

k = S[t] = 12

C[2] = 8

i = (i+1) = 4

j = (j+S[i]) = 6

S after swap 4 6: 4, e, b, 5, 8, 7, 1, a, 9, d, 0, f, c, 3, 2, 6, 

t = (S[i]+S[j]) = 9

k = S[t] = 13

C[3] = 4

i = (i+1) = 5

j = (j+S[i]) = 13

S after swap 5 13: 4, e, b, 5, 8, 3, 1, a, 9, d, 0, f, c, 7, 2, 6, 

t = (S[i]+S[j]) = 10

k = S[t] = 0

C[4] = 5

i = (i+1) = 6

j = (j+S[i]) = 14

S after swap 6 14: 4, e, b, 5, 8, 3, 2, a, 9, d, 0, f, c, 7, 1, 6, 

t = (S[i]+S[j]) = 3

k = S[t] = 5

C[5] = 7

i = (i+1) = 7

j = (j+S[i]) = 8

S after swap 7 8: 4, e, b, 5, 8, 3, 2, 9, a, d, 0, f, c, 7, 1, 6, 

t = (S[i]+S[j]) = 3

k = S[t] = 5

C[6] = 0

i = (i+1) = 8

j = (j+S[i]) = 2

S after swap 8 2: 4, e, a, 5, 8, 3, 2, 9, b, d, 0, f, c, 7, 1, 6, 

t = (S[i]+S[j]) = 5

k = S[t] = 3

C[7] = 0

i = (i+1) = 9

j = (j+S[i]) = 15

S after swap 9 15: 4, e, a, 5, 8, 3, 2, 9, b, 6, 0, f, c, 7, 1, d, 

t = (S[i]+S[j]) = 3

k = S[t] = 5

C[8] = 0

i = (i+1) = 10

j = (j+S[i]) = 15

S after swap 10 15: 4, e, a, 5, 8, 3, 2, 9, b, 6, d, f, c, 7, 1, 0, 

t = (S[i]+S[j]) = 13

k = S[t] = 7

C[9] = 3

i = (i+1) = 11

j = (j+S[i]) = 14

S after swap 11 14: 4, e, a, 5, 8, 3, 2, 9, b, 6, d, 1, c, 7, f, 0, 

t = (S[i]+S[j]) = 0

k = S[t] = 4

C[10] = 0

i = (i+1) = 12

j = (j+S[i]) = 10

S after swap 12 10: 4, e, a, 5, 8, 3, 2, 9, b, 6, c, 1, d, 7, f, 0, 

t = (S[i]+S[j]) = 9

k = S[t] = 6

C[11] = 3

i = (i+1) = 13

j = (j+S[i]) = 1

S after swap 13 1: 4, 7, a, 5, 8, 3, 2, 9, b, 6, c, 1, d, e, f, 0, 

t = (S[i]+S[j]) = 5

k = S[t] = 3

C[12] = 6

i = (i+1) = 14

j = (j+S[i]) = 0

S after swap 14 0: f, 7, a, 5, 8, 3, 2, 9, b, 6, c, 1, d, e, 4, 0, 

t = (S[i]+S[j]) = 3

k = S[t] = 5

C[13] = 13

i = (i+1) = 15

j = (j+S[i]) = 0

S after swap 15 0: 0, 7, a, 5, 8, 3, 2, 9, b, 6, c, 1, d, e, 4, f, 

t = (S[i]+S[j]) = 15

k = S[t] = 15

C[14] = 11

i = (i+1) = 0

j = (j+S[i]) = 0

S after swap 0 0: 0, 7, a, 5, 8, 3, 2, 9, b, 6, c, 1, d, e, 4, f, 

t = (S[i]+S[j]) = 0

k = S[t] = 0

C[15] = 1

i = (i+1) = 1

j = (j+S[i]) = 7

S after swap 1 7: 0, 9, a, 5, 8, 3, 2, 7, b, 6, c, 1, d, e, 4, f, 

t = (S[i]+S[j]) = 0

k = S[t] = 0

C[16] = 4

i = (i+1) = 2

j = (j+S[i]) = 1

S after swap 2 1: 0, a, 9, 5, 8, 3, 2, 7, b, 6, c, 1, d, e, 4, f, 

t = (S[i]+S[j]) = 3

k = S[t] = 5

C[17] = 8

C is: 0100, 0101, 1000, 0100, 0101, 0111, 0000, 0000, 0000, 0011, 0000, 0011, 0110, 1101, 1011, 0001, 0100, 1000, 

C in Hex is: 4, 5, 8, 4, 5, 7, 0, 0, 0, 3, 0, 3, 6, d, b, 1, 4, 8,
b)

Step 1: Convert key to K


Key[0] = ‘G’ = 0x47 = 01000111 => K[0] = 0100, K[1] = 0111;


Keep doing we get all the K[i];


K is: 0100, 0111, 0100, 0101, 0101, 0100, 0100, 0001,
Step 2: Initialize T, S


S is simply from 0 to 15


S is: 0000, 0001, 0010, 0011, 0100, 0101, 0110, 0111, 1000, 1001, 1010, 1011, 1100, 1101, 1110, 1111,

Since K is 8-unit long, T is two copies of K.

T is: 0100, 0111, 0100, 0101, 0101, 0100, 0100, 0001,
        0100, 0111, 0100, 0101, 0101, 0100, 0100, 0001,
Step 3: Initial permutation of S


Follow this loop:



//initial permutation of S


j = 0;


for (i=0; i< 16; i++) {



j = (j + S[i] + T[i]) % 16;



swap (S[i], s[j]);


}


Iteration 1: j = 0, i = 0, S[i] = 0, T[i] = 4 => j = 4, swap(S[0], S[4])


Keep doing we get:

S after swap 0 4: 4, 1, 2, 3, 0, 5, 6, 7, 8, 9, a, b, c, d, e, f, 

S after swap 1 12: 4, c, 2, 3, 0, 5, 6, 7, 8, 9, a, b, 1, d, e, f, 

S after swap 2 2: 4, c, 2, 3, 0, 5, 6, 7, 8, 9, a, b, 1, d, e, f, 

S after swap 3 10: 4, c, 2, a, 0, 5, 6, 7, 8, 9, 3, b, 1, d, e, f, 

S after swap 4 15: 4, c, 2, a, f, 5, 6, 7, 8, 9, 3, b, 1, d, e, 0, 

S after swap 5 8: 4, c, 2, a, f, 8, 6, 7, 5, 9, 3, b, 1, d, e, 0, 

S after swap 6 2: 4, c, 6, a, f, 8, 2, 7, 5, 9, 3, b, 1, d, e, 0, 

S after swap 7 10: 4, c, 6, a, f, 8, 2, 3, 5, 9, 7, b, 1, d, e, 0, 

S after swap 8 3: 4, c, 6, 5, f, 8, 2, 3, a, 9, 7, b, 1, d, e, 0, 

S after swap 9 3: 4, c, 6, 9, f, 8, 2, 3, a, 5, 7, b, 1, d, e, 0, 

S after swap 10 14: 4, c, 6, 9, f, 8, 2, 3, a, 5, e, b, 1, d, 7, 0, 

S after swap 11 14: 4, c, 6, 9, f, 8, 2, 3, a, 5, e, 7, 1, d, b, 0, 

S after swap 12 4: 4, c, 6, 9, 1, 8, 2, 3, a, 5, e, 7, f, d, b, 0, 

S after swap 13 5: 4, c, 6, 9, 1, d, 2, 3, a, 5, e, 7, f, 8, b, 0, 

S after swap 14 4: 4, c, 6, 9, b, d, 2, 3, a, 5, e, 7, f, 8, 1, 0, 

S after swap 15 5: 4, c, 6, 9, b, 0, 2, 3, a, 5, e, 7, f, 8, 1, d,
Step 4:
Convert plaintext to bit array, same as the convert of key to K:

P is: 0100, 1001, 0100, 1110, 0100, 0011, 0100, 1001, 0101, 0011, 0011, 0100, 0011, 0011, 0011, 0110, 0011, 0011,
Step 5: Stream Generation


Follow this loop:



//Stream Generation


i = 0;


j = 0;


l = 0;


for (l=0; l< P.length; l++) {



//get key



i = (i + 1) % 16;



j = (j + S[i]) % 16;



swap (S[i], [j]);



t = (S[i] + S[j]) % 16;



k = S[t];



//XOR key with plaintext to get ciphertext



C[l] = P[l] ^ k;


}

Iteration 1: i = 0, j = 0, l =0

=> i = (0 + 1) % 16 = 1;
=> j = (0 + 12) %16 = 12;
=> swap (S[1], S[12])

=> t = (S[1] + S[12]) %16 = (12 + 15) % 16 = 11
=> k = S[11] = 0111;

=> C[0] = P[0] XOR 0111 = 0011 = 0x3
Keep doing we get:

i = (i+1) = 1

j = (j+S[i]) = 12

S after swap 1 12: 4, f, 6, 9, b, 0, 2, 3, a, 5, e, 7, c, 8, 1, d, 

t = (S[i]+S[j]) = 11

k = S[t] = 7

C[0] = 3

i = (i+1) = 2

j = (j+S[i]) = 2

S after swap 2 2: 4, f, 6, 9, b, 0, 2, 3, a, 5, e, 7, c, 8, 1, d, 

t = (S[i]+S[j]) = 12

k = S[t] = 12

C[1] = 5

i = (i+1) = 3

j = (j+S[i]) = 11

S after swap 3 11: 4, f, 6, 7, b, 0, 2, 3, a, 5, e, 9, c, 8, 1, d, 

t = (S[i]+S[j]) = 0

k = S[t] = 4

C[2] = 0

i = (i+1) = 4

j = (j+S[i]) = 6

S after swap 4 6: 4, f, 6, 7, 2, 0, b, 3, a, 5, e, 9, c, 8, 1, d, 

t = (S[i]+S[j]) = 13

k = S[t] = 8

C[3] = 6

i = (i+1) = 5

j = (j+S[i]) = 6

S after swap 5 6: 4, f, 6, 7, 2, b, 0, 3, a, 5, e, 9, c, 8, 1, d, 

t = (S[i]+S[j]) = 11

k = S[t] = 9

C[4] = 13

i = (i+1) = 6

j = (j+S[i]) = 6

S after swap 6 6: 4, f, 6, 7, 2, b, 0, 3, a, 5, e, 9, c, 8, 1, d, 

t = (S[i]+S[j]) = 0

k = S[t] = 4

C[5] = 7

i = (i+1) = 7

j = (j+S[i]) = 9

S after swap 7 9: 4, f, 6, 7, 2, b, 0, 5, a, 3, e, 9, c, 8, 1, d, 

t = (S[i]+S[j]) = 8

k = S[t] = 10

C[6] = 14

i = (i+1) = 8

j = (j+S[i]) = 3

S after swap 8 3: 4, f, 6, a, 2, b, 0, 5, 7, 3, e, 9, c, 8, 1, d, 

t = (S[i]+S[j]) = 1

k = S[t] = 15

C[7] = 6

i = (i+1) = 9

j = (j+S[i]) = 6

S after swap 9 6: 4, f, 6, a, 2, b, 3, 5, 7, 0, e, 9, c, 8, 1, d, 

t = (S[i]+S[j]) = 3

k = S[t] = 10

C[8] = 15

i = (i+1) = 10

j = (j+S[i]) = 4

S after swap 10 4: 4, f, 6, a, e, b, 3, 5, 7, 0, 2, 9, c, 8, 1, d, 

t = (S[i]+S[j]) = 0

k = S[t] = 4

C[9] = 7

i = (i+1) = 11

j = (j+S[i]) = 13

S after swap 11 13: 4, f, 6, a, e, b, 3, 5, 7, 0, 2, 8, c, 9, 1, d, 

t = (S[i]+S[j]) = 1

k = S[t] = 15

C[10] = 12

i = (i+1) = 12

j = (j+S[i]) = 9

S after swap 12 9: 4, f, 6, a, e, b, 3, 5, 7, c, 2, 8, 0, 9, 1, d, 

t = (S[i]+S[j]) = 12

k = S[t] = 0

C[11] = 4

i = (i+1) = 13

j = (j+S[i]) = 2

S after swap 13 2: 4, f, 9, a, e, b, 3, 5, 7, c, 2, 8, 0, 6, 1, d, 

t = (S[i]+S[j]) = 15

k = S[t] = 13

C[12] = 14

i = (i+1) = 14

j = (j+S[i]) = 3

S after swap 14 3: 4, f, 9, 1, e, b, 3, 5, 7, c, 2, 8, 0, 6, a, d, 

t = (S[i]+S[j]) = 11

k = S[t] = 8

C[13] = 11

i = (i+1) = 15

j = (j+S[i]) = 0

S after swap 15 0: d, f, 9, 1, e, b, 3, 5, 7, c, 2, 8, 0, 6, a, 4, 

t = (S[i]+S[j]) = 1

k = S[t] = 15

C[14] = 12

i = (i+1) = 0

j = (j+S[i]) = 13

S after swap 0 13: 6, f, 9, 1, e, b, 3, 5, 7, c, 2, 8, 0, d, a, 4, 

t = (S[i]+S[j]) = 3

k = S[t] = 1

C[15] = 7

i = (i+1) = 1

j = (j+S[i]) = 12

S after swap 1 12: 6, 0, 9, 1, e, b, 3, 5, 7, c, 2, 8, f, d, a, 4, 

t = (S[i]+S[j]) = 15

k = S[t] = 4

C[16] = 7

i = (i+1) = 2

j = (j+S[i]) = 5

S after swap 2 5: 6, 0, b, 1, e, 9, 3, 5, 7, c, 2, 8, f, d, a, 4, 

t = (S[i]+S[j]) = 4

k = S[t] = 14

C[17] = 13

C is: 0011, 0101, 0000, 0110, 1101, 0111, 1110, 0110, 1111, 0111, 1100, 0100, 1110, 1011, 1100, 0111, 0111, 1101, 

C in Hex is: 3, 5, 0, 6, d, 7, e, 6, f, 7, c, 4, e, b, c, 7, 7, d,
2. a)


Since K is a 2x2 matrix, we encrypt two characters at a time.

“FI” = (5 8) => 
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The cipher text is: VPDNJJFVIL

b)


Since K is a 3x3 matrix, we encrypt three characters at a time

“INT” = (8 13 19) => 
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The cipher text is: KVNHTIIMWRLQ

3. a)


Since K is a 2x2 matrix, we encrypt two characters at a time.


“FI” = (5 8) => 
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Now the next step is different, we need to add “VP” to the next plaintext

“VP” + “RS” = (21 15) + (17 18) = (38 33) = (12 7)
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The cipher text is: VPKPRKWKIR
b)


Since K is a 3x3 matrix, we encrypt three characters at a time

“INT” = (8 13 19) => 
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÷

÷

ø

ö

ç

ç

ç

è

æ

=

÷

÷

÷

ø

ö

ç

ç

ç

è

æ

=

÷

÷

÷

ø

ö

ç

ç

ç

è

æ

´

+

´

+

´

´

+

´

+

´

´

+

´

+

´

=

÷

÷

÷

ø

ö

ç

ç

ç

è

æ

´

÷

÷

÷

ø

ö

ç

ç

ç

è

æ

N

V

K

13

21

10

19

19

13

2

8

2

19

21

13

18

8

21

19

5

13

17

8

17

19

13

8

19

2

2

21

18

21

5

17

17



Now add “KVN” to “HIS” instead of using “HIS” along.

“KVN”+”HIS” = (10 21 13) + (7 8 18) =(17 29 31) = (17 3 5) =>
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The cipher text is: KVNBWFIOHKGL
_1232889379.unknown

_1232890463.unknown

_1232890198.unknown

_1232888331.unknown

