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Assume that we are working on PC1
(1) What is your computer’s IP address?
10.0.10.110 Subnet Mask 255.255.255.0
(2) What is the IP address for the internal interface of the firewall?

10.0.10.1  Subnet Mask 255.255.255.0
(3) What is the IP address for the external interface of the firewall?
192.168.10.10  Subnet Mask 255.255.255.0
(4) What is the IP address of the router?
192.168.10.1  Subnet Mask 255.255.255.0
(5) What is the IP address of the default gateway in your PC?
10.0.10.1
(6) What is the IP address of the default gateway of the firewall?

192.168.10.1
(7) Can you ping the IP addresses for (1) to (4)?

Not yet, since we have not enabled any firewall rules
(8) Can you ping the other PCs in the network?

No, they are in separate private networks and can not see by each other.
(9) How can you enable your PC pinging the IP addresses for (1) to (4) and other PCs in the network? What rules are necessary for ping? Use packet filtering rules.
Allow icmp/echo dec1 to dec0
Allow icmp/echo dec0 to dec1

Allow icmp/echo firewall dec0

Allow icmp/echo dec0 firewall

Allow icmp/echo firewall dec1

Allow icmp/echo dec1  firewall

Deny the rest

(10) What command do you use for finding the routing information?
Netstat (will not work on the Firewall as yet)
(11) What command do you use for finding the DNS information?
Nslookup , dig

(12) What displays were generated by Reports, System Information?

Audit Reports and packet logging reports

(13) What command allows access to root privilege in a shell window?

/sbin/tfadmin newlvl SYS_PRIVATE
SYS_PRIVATE>su

Password: Bxxxxxxx 

#newlvl network

NETWORK>netstat -nr

(14) In the shell windows, what level is needed to use following commands?

 
netguard –Ln -- Firewall Settings


netguard –An – Active Firewall sessions

netstat –nr      -- Routing Tables
(15) What are the service numbers for


DNS _53____

SMTP _25___


http   ___80__

https   ___443_


telnet ___23__

ftp      ______21
(16) What order are the netguard rules scanned in?

 TOP ( Bottom
(17) Try following commands and describe how they are different.

ps –efz  processes running

ls –efz  Files present in the current directory
(18) What is the function of the “Audit These Packets” checkbox in the packet filtering window?

Shows and saves packets passing through the firewall
(19) IF you need to provide following three services for the following host computers. Add necessary packet filtering rules.

Services: telnet, httpd, ftp

External hosts: 10.0.20.110  10.0.30.110  10.0.40.110

Enable the rules and create users who are allowed to use proxy services

(20) Use grouping to simplify the packet filtering rules in (19). How many rules are needed to implement the same set of rules using grouping?
Enable Grouping …you can have service or network groups
(21) Activate dynamic Network Address Translation (NAT) by opening and setting Configuration – Network Address Translation window. 
Enable Dynamic networking from configuration NAT. Disable Static NAT to allow dynamic NAT. You will require to log off and re login to reflect the setting.
(22) Can you still ping other computers in the different sub-network?

No. Cause the IP addresses seen are no longer globally unique
(23) Describe why your computer can/cannot ping other computers in (22)
Oops … already answered that
(24) What addresses are viewed by the tcpdump utility when NAT is enabled?
The dynamically assigned  NAT addresses
(25) Now, try to use static NAT. Use static external IP address, 192.168.XX.110, for your PC.

OK. Disable dynamic NAT, enable static NAT. Provide the 10.y.y.y address static translation to 192.168.xx.110. Relogin
(26) Can you ping other computers using static NAT?

Yes.
(27) Where would you enable dynamic NAT, either on internal or on external interfaced?

External
(28) What types of NAT are available on the firewall?

Static and Dynamic
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