Introduction to Cryptography – Exam #1

6/12/01

Lecturer: Arup Guha

1)(10 pts) One of the reasons the substitution cipher is insecure is that each language uses each of its letters at various frequencies, on average. What are some ideas you can use to create a monoalphabetic encryption scheme where straight frequency analysis would be inadequate? What are other cryptanalytic tools that would combat some of these ideas? (Hint: The ciphertext alphabet size does NOT have to equal the plaintext alphabet size.)

By increasing the ciphertext alphabet size, you can have multiple ciphertext characters stand for the same plaintext character. For example, if we were encrypting English, we could use a ciphertext of 100 characters. Since roughly 13% of English text is the letter e, we could have 13 of the 100 characters be the ciphertext for e. We would simply randomly use one of the thirteen each time we needed to encrypt an e. (You would not want to do this in a cyclic pattern – a cryptananalyst may notice that type of rotation.) By looking at just the ciphertext, each of the 100 ciphertext characters would have similar frequencies. Thus, frequency analysis would not be sufficient to deal with this type of cipher.

Other ideas include including null characters in the ciphertext. (These are characters that are simply ignored in decryption.) Also, you could have certain frequent words represented by a single ciphertext character. But, this goes against the “spirit” of a monoalphabetic cipher because each letter is not separately encrypted. 

However, some of the other tools used to break a substitution cipher may still work. If you can locate common digrams and trigrams, you may start to be able to deduce which number stand for vowels and which for consonants. Using the idea that certain letters only appear in certain orders (u always follows q, t follows s more frequently than the other way around, etc.) may also help.

2)(5 pts) Encrypt the message, “the king is in grave danger” using the Vigenere Cipher with the keyword “HISMAJESTY”.

t  h  e  k  i  n  g  i  s  i  n  g  r  a   v  e  d  a  n  g  e   r 

h  i  s  m a  j   e s  t  y  h  i  s  m  a   j  e  s   t  y   h  i

----------------------------------------------------------------

a p  w w  i  w k a l  g  u  o  j  m  v  n  h  s   g  e  l   z

3)(10 pts) Using an affine cipher, the plaintext “word” encrypts to the ciphertext “UEXV”. What are the decryption keys for this particular cipher?

20 = 22a + b

  4 = 14a + b

16 = 8a  -> a=2 or a=15. 

Only choice that gives a valid affine cipher is a=15. Plug this back into the first equation and we get b=2.

So the encryption keys are 15 and 2.

Let’s invert these:

f(x) = 15x + 2

x = 15-1(f(x) – 2)

   = 7(f(x) – 2)

   = 7f(x) – 14

   = 7f(x) + 12

Decryption keys are a=7, b=12.

Easier way to do this is to set up the correct equations to begin with:

U -> w

E -> o

22 = 20a + b

14 =  4a + b

----------------

8 = 16a : solutions are a=7, a=20. (These can be determined using a variant of the extended Euclidean algorithm.)

Since a must be odd, we have a=7. Plug back into either equation to get b=12.

4)(15 pts) Using the summation definition of entropy, prove that H(X, Y) = H(Y) + H(X|Y). (Hint: attempt to algebraically manipulate the right hand side until it looks like the left hand side.)

(Note: I am using all the conventions and notations that the book states on page 57.)

H(Y) + H(X|Y) = 
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   = H(X,Y)

5)(10 pts) Consider the following variant to the autokey cipher:


y1 = x1 + K mod 26


yn = xn + yn-1 mod 26, for all n>1.

     (Note: xi denotes the ith character of plaintext and yi denotes the ith character of 

      ciphertext. K, which ranges from 0 to 25 is the encrypting key.)

     Is this more or less secure than the autokey cipher? Why? Describe a ciphertext

     only attack on this scheme.

This scheme is less secure. Working backwards, you can decrypt all except for the first letter of the plaintext given just the ciphertext. The key is that we know that

xn = yn – yn-1. But, we are GIVEN yn for all values of n>1. Thus we can recover virtually all of the plaintext without any guesswork whatsoever.

Here’s a quick example:

If the ciphertext is “IMXIW” we can solve the last four letters as follows:

x2 = M – I = 12 – 8 = 4 = e

x3 = X – M = 23 – 12 = 11 = l

x4 = I – X = 8 – 23 = 11 = l

x5 = W – I = 22 – 8 = 14 = o

At this point, unless we have some information about the key or the context of the message, we can not determine x1 except for trying out what makes sense. In this situation, we’d probably guess “hello” is the ciphertext, but there’s no reason why the message couldn’t be from a dessert lover exclaiming “jello” or a soft-drink enthusiast saying “mello” or “yello” :)

6)(15 pts) Consider using the Hill cipher for an alphabet of size 16. (Assume we only use the first sixteen letters of the English alphabet.) Here is the matrix used for encryption:

(  3   8  )

(  5   7  )

Find the corresponding matrix for decryption and decrypt the ciphertext “MCNE”.

Here’s the work to find the decrypting matrix:

3  8   : 1  0

5  7   : 0  1

1  8  :  11  0

5  7  :  0    1

1  8  : 11  0

0 –1 :   9  1

1  8  : 11  0

0  1  : 7  15

1  0  :  3    8

0  1  :  7  15

Using this, we can decrypt “MCNE”:

(12  2)      X     (3    8)    =    (50  126)   =  (2  14)   mod 16  = “code”

(13  4)              (7  15)          (67  164)        (3    4)

7)(15 pts) Consider a cryptosystem in which P = {a,b,c}, K = {k1, k2, k3} and C = {1, 2, 3, 4}. Suppose the encryption matrix is as follows:

key\plaintext
a
b
c

k1
1
2
3

k2
2
3
4

k3
3
4
1

Given that the keys are chosen equiprobably, and the plaintext probability distribution is pP(a) = ½, pP(b) = 1/3, pP(c) = 1/6, compute H(C) and H(K|C) to three significant digits.

pC(1) = p(K=k1,P=a) + p(K=k3,P=c) = 1/3*1/2 + 1/3*1/6 = 2/9

pC(2) = p(K=k2,P=a) + p(K=k1,P=b) = 1/3*1/2 + 1/3*1/3 = 5/18

pC(4) = p(K=k3,P=b) + p(K=k2,P=c) = 1/3*1/3 + 1/3*1/6 = 1/6

pC(3) = 1 – pC(1) – pC(2) – pC(4) = 1 – 2/9 – 5/18 – 1/6 = 1/3

H(C) = 1/3 log2 3 + 1/6 log2 6 + 5/18 log2 (18/5) + 2/9 log2 (9/2) ~ 1.95

p(K=k1 | C=1) = p(K=k1,C=1)/p(C=1) = p(K=k1,P=a)/p(C=1) = (1/6) / (2/9) = ¾

p(K=k2 | C=1) = 0

p(K=k3 | C=1) = 1 – p(K=k1 | C=1) – p(K=k2 | C=1) = ¼ 

p(K=k1 | C=2) = p(K=k1,C=2)/p(C=2) = p(K=k1,P=b)/p(C=2) = (1/9) / (5/18) = 2/5 

p(K=k3 | C=2) = 0

p(K=k2 | C=2) = 1 – p(K=k3 | C=2) – p(K=k1 | C=2) = 3/5

p(K=k1 | C=3) = p(K=k1,C=3)/p(C=3) = p(K=k1,P=b)/p(C=3) = (1/18) / (1/3) = 1/6 

p(K=k2 | C=3) = p(K=k2,C=3)/p(C=3) = p(K=k2,P=b)/p(C=3) = (1/9) / (1/3) = 1/3

p(K=k3 | C=3) = 1 – p(K=k1 | C=3) – p(K=k2 | C=3) = ½

p(K=k1 | C=4) = 0

p(K=k2 | C=4) = p(K=k2,C=4)/p(C=4) = p(K=k2,P=c)/p(C=4) = (1/18) / (1/6) = 1/3

p(K=k3 | C=4) = 1 – p(K=k1 | C=4) – p(K=k2 | C=4) = 2/3

H(K | C) = 2/9H(K|C=1) + 5/18H(K|C=2) + 1/3H(K|C=3) + 1/6H(K|C=4)

                = 2/9(1/4 log2 4 + 3/4 log2 (4/3)) + 5/18(2/5 log2 2.5 + 3/5 log2 (5/3)) +


       1/3(1/2 log2 2 + 1/3 log2 3 + 1/6 log2 6)+ 1/6(1/3 log2 3 + 2/3 log2 (3/2))


    ~ 1.09

Easier way to do this is noting that H(K | C) = H(K) + H(P) – H(C).

H(K) = log23 (Why?), H(C) = 1/2 log2 2 + 1/3 log2 3 + 1/6 log2 6

8)(15 pts) Let S1 and S2 be Vigenere Ciphers with keyword lengths m1 and m2, respectively, where m1 > m2. Let S3 be a Vigenere Cipher with a keyword of length lcm(m1,m2). Consider the product cryptosystem S2xS1. Prove that S3 ( S2xS1 if m1 = 3 and m2 =2. (Hint: Try to show that the keyspace of S2xS1 is smaller than the keyspace of S3.)

The keyspace for S3 is simply 266. Now, consider S2xS1. Let the keyword for S2 be k1k2 and the keyword for S3 be k3k4k5. Let mi denote the total shift for the ith character in the cryptosystem S2xS1. We can compute the following:

m1 = k1 + k3 

m2 = k2 + k4 

m3 = k1 + k5 

m4 = k2 + k3 

m5 = k1 + k4 

m6 = k2 + k5 

m7 = k1 + k3 

It should be fairly easy to see that mi+6 = mi.  (Once we have shown one cycle of repetition, based on the way the keystream is created, it follows that the rest of the cycle will repeatedly occur in order.) Thus we know that the keyspace of S2xS1 is less than or equal to 266. We now need to provide a keyword of length 6 that is impossible under S2xS1 to show that the two cryptosystems are not identical.

The key observation here is the following:

m6 = (k2 + k4) +(k1 + k5) – (k1 + k4) = m2 + m3 – m5 

Thus, if we were using the cryptosystem S2xS1, and the composite keyword of the product cryptosystem had ‘c’ as its second letter, ‘e’ as its third letter, and ‘b’ as its fifth letter, the sixth letter would HAVE TO BE ‘f’, because the relationship stated above must be obeyed. Thus, the keyspace has to be less than 266 and the two systems are unequal.

An even easier argument is that the maximal keyspace of S2xS1 is 262x263=265, considerably less than the known keyspace of S3. (In reality, the keyspace of S2xS1 is LESS than 265. For example, the two separate sets of keys (aa, bbb) and (bb, aaa) both produce identical encryptions.)

9) (5 pts) How many times should you use a particular one-time pad           ONE!!!

    for encryption?

_1053943910.unknown

_1053944245.unknown

_1053944424.unknown

_1053944556.unknown

_1053944622.unknown

_1053944471.unknown

_1053944327.unknown

_1053944143.unknown

_1053943793.unknown

