COT 5937 Summer 2004 Exam #1 Solutions

1) The given information leads to setting up the two following equations:




f(17) = 17a + b = 40 (mod 52)




f(50) = 50a + b = 19 (mod 52)

Subtracting the top equation from the bottom we get 33a = -21 (mod 52)

Since gcd(52, 33) = 1, we can use the Extended Euclidean Algorithm to find 33-1 mod 52.

52 = 1x33 + 19

33 = 1x19 + 14

19 = 1x14 +   5

14 = 2x5   +   4

5   = 1x4   +   1

5 - 1x4 = 1

5 - (14 - 2x5) = 1

3x5 - 14 = 1

3(19 - 14) - 14 = 1

3x19 - 4x14 = 1

3x19 - 4(33 - 19) = 1

7x19 - 4x33 = 1

7(52 - 33) - 4x33 = 1

7x52 - 11x33 = 1

Evaluating this equation mod 52, we find that (-11)x33 = 1 (mod 52). Thus, 33-1 = -11 (mod 52). Now, solve for a:

33a = -21 (mod 52)

(-11)(33)a = (-11)(-21) (mod 52)

a = 231 (mod 52)

a = 23 (mod 52)

Now, to solve for b, plug into the first original equation:

f(17) = 17a + b = 17(23) + b = 40 (mod 52)



    391 + b = 40 (mod 52)



    27 + b = 40 (mod 52)

                            b = 13 (mod 52)


2) Here is the 5x5 grid used for encryption: 
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Here is the plaintext split into pairs and the ciphertexts for each pair:

	Plain
	GO
	TO
	AF
	AS
	TF
	OX
	OD
	WI
	ND
	OW

	Cipher
	OV
	NQ
	YP
	YQ
	ZD
	SV
	TR
	UB
	TI/TJ
	QV


3) The original message in binary is 1110 0110 1011 1001

a) Using the permutation matrix IP, we get 0011 1100 1101 0111 (3CD7)

b) L1 = R0 = 1101 0111 (D7)

c) E(R0) = 1110 1110 1110 (EEE)

d) The whole key (with parity bits) in binary is: 0011 1100 0100 1011

  Using KR-1, we can get the key for round 1: 0011 0111 0001 (371)

e) First let's calculate the input into the s-boxes: 1110 1110 1110







  0011 0111 0001







  ---------------







  1101 1001 1111

Thus, the input into the first S-box is 
    110110. (row=10, col=1011)
Thus, the input into the second S-box is 011111. (row=01, col=1111)

Using s-box 1, we find the first four bits of output to be 7 or 0111.

Using s-box 2, we find the last four bits of output to be 5 or 0101.

Output = 0111 0101 (75)

f) Applying P, we find the output of f to be 1110 0101 (E5)

g) R1 = L0 ( f(R0, K1) =  0011 1100 (



  1110 0101




  ---------




  1101 1001 (D9)

h) IP-1 = 
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4) If p(x) is reducible, then it must be expressible as a product of either a 1-degree polynomial and a 3-degree polynomial OR a product of two 2-degree polynomials. Thus, if p(x) has a non-trivial factor, it must have a non-trivial factor of degree 1 or 2. Of these possibilities, we can rule out all terms that have x as a factor, since p(x) is NOT divisible by x. Thus, we must check to see whether x+1, x2+1 or x2+x+1 are factors of p(x). If none of them are, then we can guarantee with certainty that p(x) is irreducible.
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remainder = 1


remainder=x

remainder=1

Since none of these three are factors of p(x), p(x) is irreducible.

5) To shorten the length of the solution, none of the divisions will be written out as in the answer to question #4. Instead, only the Euclidean Algorithm will be written out in the shortened binary notation:

10011 = 10x1010 + 111

1010 = 11x111 + 11

111 = 10x11 + 1

111 + 10x11 = 1

111 + 10(1010 + 11x111) = 1

111 + 10x1010 + 110x111 = 1

111x111 + 10x1010 = 1

111(10011 + 10x1010) + 10x1010 = 1

111x10011 + 1110x1010 + 10x1010 = 1

111x10011 + 1100x1010 = 1

Taking this last equation mod p(x), we find (x3 + x2)( x3 + x) = 1 (mod p(x)). Thus, we have q(x)-1 = x3 + x2.

6) To get this entry, we need to multiply the row 03 01 01 02 by the column 







       DA 6B 03 74

01 ( 6B = 6B = 0110 1011

01 ( 03 = 03 = 0000 0011

02 ( 74 = E8 = 1110 1000

Now, we must do the more complicated calculation of  03(DA.

02(DA = 1101 10100 (mod m(x)) = 0001 1011 ( 

  1011 0100

  ---------

  1010 1111 (
01(DA = 




  1101 1010







     ----------------







     0111 0101

So,

03(DA = 0111 0101

Now, complete the XOR:

01 ( 6B = 6B = 0110 1011

01 ( 03 = 03 = 0000 0011

02 ( 74 = E8 = 1110 1000

03 ( DA = 75 = 0111 0101

               ---------



     1111 0101 (F5)

7) Using the format of the text, here is the corresponding table:

	i 
	temp
	After RotWord
	After SubWord
	Rcon(10)
	After xor with Rcon
	w[i-4]

	40
	5EAB1059
	AB10595E
	62CACB58
	36000000
	54CACB58
	9A930B77


So, w[i] = CE 59 C0 2F.

_1148365063.unknown

_1148366098.unknown

