COT 5937 2004 Summer Homework #1 Solutions

1)
Encryption Key:


C R Y P T


O G A H B


D E F I K


L M N Q S


U V W X Z

Divide plaintext into pairs:


PL EA SE ME ET ME AT TH EP AR KT OM OR RO WA TX TW OP MI FI TI SR AI NI NG IW IL LB EB EH IN DT HE RE DB EN CH

Encryption Process:


Eg. PL, P is at the first row and L is at the first column, so we get C;



   L is at the 4th row and P is at the 4th column, so we get Q;




Thus PL is converted to CQ;



ME, they are at the same column, so each is converted to the character below them. M is converted to V, and E is converted to M, thus ME is converted to VM;



FI, they are at the same row, so each is converted to the character at the right. F is converted to I, and I is converted to K, thus FI is converted to IK;

Final Cipher Text:


CQ FG MK VM KR VM BY PB IR GY SB GL GC CG YF PZ YZ HC QE IK PK MT HF QF MA FX DQ SO KG IG FQ KC GI GM KO FM PO

2) To determine the number of valid keys, note that we must be able to uniquely solve the equation

y ( (ax + b)  (mod 35)

for x in terms of a, b, and y. Consequently, we find that

ax ( (y - b) (mod 35)

This equation has an unique solution if and only if a-1 mod 35 exists. As discussed in class, this occurs precisely when gcd(a, 35) = 1. There are 24 values that satisfy this. They are 1, 2, 3, 4, 6, 8, 9, 11, 12, 13, 16, 17, 18 19, 22, 23, 24, 26, 27, 29, 31, 32, 33, and 34. (There's a quicker way to determine this that we'll learn in chapter 8 of the text.) b can be any of 35 values, thus the total number of possible keys is 24x35 = 840.

Assume we are given a and b, and have to determine the number of fixed points. In essence, we are looking for the number of solutions to the equation

x ( (ax + b) mod 35

With some algebra, we find:

x - ax ( b mod 35

x(1- a) ( b mod 35

(a - 1)x ( -b mod 35

At this point you'll notice that as long as (a-1)-1 mod 35 exists, there will be an unique fixed point.

Now, we must deal with the situation that this unique fixed point doesn't occur. In particular, write out the mod equation based on definition:

(a-1)x = 35n -b, for some integer n.

(a-1)x - 35n = -b

We assume that (a-1) and n have a gcd greater than 1. Let d = gcd(a-1, 35). Notice then that d | ((a-1)x - 35n). It follows that in order for the equation to have an integer solution, that d | b. If this isn't the case, we know that we have 0 fixed points.

Finally, let's consider determining the number of fixed points when d | b. If this is the case, we can rewrite the equation above as follows:
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All terms in parentheses above are integers since all three numerators are divisible by d. We can take this equation and write it out as a mod equation as follows:
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Notice that 
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, since d is the largest common factor shared by a-1 and 35. Thus, the equation above has an unique solution for x 
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. This translates to exactly d solutions mod 35. (Here is an example: If d=5, and the unique solution was x ( 2 (mod 7), then that translates to the 5 solutions x ( 2 (mod 35), 9 (mod 35), 16 (mod 35), 23 (mod 35), and 30 (mod 35).) Thus, the number of fixed points when gcd(a-1,35) > 1 and gcd(a-1,35) | b is exactly gcd(a-1, 35).
3)  1.
403x+221y = 13

2.
403 = 1*221+182


3.
221 = 1*182+39


4.
182 = 4*39+26


5.
39 = 1*26+13


6.
26 = 2*13

Thus 13 is the GCD of 403 and 221, so we can use the Extended Euclidean Algorithm.


13 = 39 – 26 



from equation 5


13 = 39 – (182 – 4*39)

from equation 4, 26 = 182-4*39


   = 5*39 – 182


13 = 5*(221 – 182) - 182
from equation 3, 39 = 221-182


   =5*221 – 6*182


13 = 5*221 – 6*(403-221)
from equation 2, 182 = 403 – 221


   =403*(-6) + 11*221

So x = -6, y = 11

4) Determinant = k11k22k33 + k21k32k13 + k31k12k23 – k31k22k13 – k21k12k33 – k11k32k23




= 69




= 34 mod 35
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since 34*34 = 1 mod 35, 1/34 = 34 mod 35
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-8*34 = 8 mod 35

Keep going in this way we can get the answer:

8 11 23

10 26 3

33 15 3

5) Most solutions of this cipher determined the values of the letters T, H, E, and R first by looking at relative frequencies and attempting to identify where "the", and "er" were located. Also, the year "nineteentwentynine" was identified by spotting the letter N. Once these five letters were in place, eventually the substitution could be determined. Here is key:

	Plain
	Cipher
	Plain
	Cipher
	Plain
	Cipher

	A
	R
	J
	Y
	S
	A

	B
	I
	K
	J
	T
	G

	C
	O
	L
	H
	U
	Z

	D
	X
	M
	B
	V
	K

	E
	C
	N
	S
	W
	N

	F
	U
	O
	L
	X
	W

	G
	Q
	P
	P
	Y
	E

	H
	V
	Q
	F
	Z
	D

	I
	M
	R
	T
	
	


Here is the plaintext:

another interesting multiletter cipher is the hill cipher developed by mathematician lester hill in nineteen twenty nine the encryption algorithm takes m successive plaintext letters and substitutes for them m ciphertext letters the substitution is determined by m linear equations in which each character is assigned a numerical value ironically this passage was not encrypted using the hill cipher furthermore i hope you were not tricked by m being used as a single word

6) Using the Kasiski test, GVF had intervals of 100, 40, 120 and 63, while KLE had intervals of 310, 30 and 5. This give strong evidence that the keyword length is 5 since all but one of those values are divisible by 5. The Index of Coincidence of letters grouped by every 5 appears to be higher than the normal index of coincidence. Interestingly enough, one search of every keyword of length 5 from a dictionary did not yield the correct answer. Two ideas helped speed up the search: attempting to determine the repeating trigrams, and thus identifying three letters of the keyword, and also using the mutual index of coincidence to determine the relative shifts. (Or simply looking at the frequencies of each set of letters.) The key word was NOBEL. Reading the passage, which is about Toni Morrison, a nobel prize winner in Literature (1992, I believe), helps explain the choice of keyword. Here is the passage:

A knowledge of Margaret Garner's history and fate helps us better appreciate the vision of Toni Morrison's Beloved. While Margaret's life was one of unremitting misery, Sethe's offers some hopes for the future- founded on the transracial love and endurance of women. While the unforgiving past must always haunt us- as beloved haunts one twenty four, as slavery haunts the ghettos of the U.S.A. today- the combined efforts of poor whites and poor blacks may deliver the beutiful future hope that is a Denver, nee Garner. Harriet Beecer Stowe and Margaret Garner might help beget a Toni Morrison. 

(http://www.luminarium.org/contemporary/tonimorrison/muckley.html)

7) This one's perhaps the easiest of all. Solving the given information backwards, we find that pi = ci - ci-m. Trying different values of m quickly yields the value of m=8 and all of the plaintext except for the first 8 characters, which can be filled in by looking at the rest of the text. Here is the message:

When in the course of human events it becomes necessary for one people to dissolve the political bands which have connected them with another and to assume among the powers of the earth the separate and equal station to which the laws of nature and of nature's god entitle them. A decent respect to the opinions of mankind requires that htey should declare the causes which imple them to the separation ("The Declaration of Independence", with a couple typos.) The keyword is CONGRESS.

_1147185191.unknown

_1147185214.unknown

_1147185263.unknown

_1147000509.unknown

_1147185028.unknown

_1147000314.unknown

_1147000503.unknown

_1146999409.unknown

