2004 Summer COT 5937 Program #1

Advanced Encryption Standard

Assigned: 5/27/04 (Thursday)

Due: 6/16/04 (Wednesdsay)

(Note: Work on this project in pairs. If you work alone, you'll still have to do the whole thing.)

You will implement AES encryption and decryption for this assignment. You will be given a few preliminaries, but besides these, you are to follow the AES specification (for a standard block cipher) in the text for 128-bit blocks with 10 rounds of encryption.

In particular, the program you write should give the user the following options:

1) Encrypt a file

2) Decrypt a file

3) Quit

For choices #1 and #2, you should ask the user for the name of the file to encrypt or decrypt as well as the name of the file the output should be written to. Finally, you must ask the user for the key they would like to use. The user must enter the key as a HEX string of length 32. (Note that each HEX character stands for 4 bits and 4x32 = 128.) Here is an example of a key:

93203AB9FFE83D83C301D63DB8A5201F

The format of a plaintext file should simply be that of a normal text file. The format of a ciphertext file should use HEX characters, writing exactly 64 HEX characters on each line. Since each HEX character only represents 4 bits instead of 8, this ciphertext representation should be approximately 2 times as long as the corresponding plaintext. (It won't be exactly two times as long since this file will contain extra newline characters that aren't encoded at all in the plaintext.)

You may attempt to make as many simplifications to your work as possible as long as your end product still works accurately. In particular, there's no need to construct the S-box using the Extended Euclidean Algorithm. Rather, you can simply hard-code in all of these values. Similarly, you are invited to hard-code in other values, as long as you do so accurately. (Some of you may find it easier and less tedious to actually code in the short math steps than do the hard-coding for some of the other steps. The S-box creation however, is fairly difficult. I assigned last year's class to do that individually and it turned out to be approximately 350 lines or so.)

I have provided a very small skeleton to use to deal with file issues, but you don't need to use it. The details of this skeleton are on the next page, in case you would like to use it.

1) Your input will be stored in HEX. So the only valid characters in the instance variable message are all the digits and the uppercase characters 'A' through 'F'. 

2) I have given you utility functions to convert a normal plaintext file into HEX and store it in message. I have also given you utility functions to write out the ciphertext and the plaintext, in its normal form (instead of HEX). I have also written a padding function that you should call before attempting to encrypt.

3) You should write a method for each phase of the algorithm, and then have your encrypt method simply call these phases inside of a loop in the appropriate manner.

4) You should add a method to work out the key schedule from the original key.

5) Since the ascii values of the characters '0'..'9','A'..'F' are not stored in actual HEX form, you'll have to deal with some conversion issues. Technically, it would be easier to do this assignment if everything was stored in bytes. However, I wanted to restrict the form of the message so that the ciphertext would always be printable. The only reliable way to do this was to restrict the possible characters in the message. The downside of doing this is that I have the message stored in a format that isn't conducive to doing bit manipulations. I suggest you write a small function to take care of the appropriate conversions, or rewrite my readMessage method as you see fit. If you choose to do this, you MUST make sure you still output the ciphertext in HEX. Your grade on this assignment will be based upon the accuracy of this ciphertext file produced. Email me if you have any questions on the assignment. Please try to get started before next Wednesday, if possible! Much of this is very doable without my lecture, if you read.

