I. Breaking the Vigenere Cipher

The first key piece of information we would need in order to break this cipher is the length of the keyword. Once we know this, we can group the letters in accordance to which were shifted with the same key.

Two ways to get the length of the key word:

a) Kasiski test

b) Index of Coincidence

Kasiski test - you look for repeated strings of ciphertext of length 3 or greater. If this occurs, it's likely that they were encrypted with the same keys. Now, just count the number of characters in between the starting of the first string and the starting of the second string. Often times, this length will be a multiple of the keylength. For example, if this length were 85, we could be fairly certain that the keylength was 5. (17 is probably unlikely since that would be a very long keyword!)

Index of Coincidence - This is defined for a probability distribution for characters. It is the probability that two random characters are the same. This seems like a strange item to measure, but notice that if we want to maximize a sum of products of this sort, we can do so by measuring this quantity. The more skewed the distribution is, the higher the Index of Coincidence for it is.

The IoC of English is about 0.065 and it is about 0.038 for a completely random distribution. So here's what you do: guess the keyword length, then try out each group's IoC. They should all be high, around 0.065. If they aren't try the next length...

Now, once you are reasonably sure you have the keylength...

You could cycle through all the possibilities, but this is still a pain. In fact, it's just as much of a pain as cycling through all of them...

But, you can get relative shifts using the mutual index of coincidence.
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, probability random element in x equals a random element in y.

Now, compute this for different shifts. Let's take a look at what we are doing visually. This could be even easier for some than using the mutual index to coincidence.

A question one could ask is, why is this test effective? Why calculate this seemingly arbitrary value? Though I won't give a formal proof, I'll give you an intuitive answer to these questions.

Consider a set of non-negative real numbers that add up to 1. For simplicity, let's use two, x and y:

x + y = 1

Now, consider the sums of two products xy+yx and x2+y2. We can show that

x2+y2 ( 2xy.

This is equivalent to showing:

x2+y2 - 2xy ( 0

x2+y2 - 2xy = (x - y)2 ( 0, since x and y are real.

What this shows is that if you take a set of numbers, and take a "dot product" with a permutation of them, if you want to maximize the value you obtain, you should pick the same exact permutation as the original.

Similarly, when determining the mutual index of coincidence, the idea is that the sum of products is maximized when letters that stand for the same symbol are lined up. These numbers are supposed to be a somewhat lossy form of the original frequency information.

II. Playfair Cipher

This cipher has a secret key that is an English word, hopefully one that is reasonably easy to remember. In any event, the absolute requirement is that the keyword is an arrangement of letters. First, edit the keyword by removing duplicate letters. For example, MISSISSIPPI would become MISP. Now, fill out a 5x5 grid from the top left corner to the bottom right, one row at a time with the keyword. Once that is exhausted, fill in the rest of the alphabet that is not included in the keyword. Here's what we'd do for MISP:

	M
	I/J
	S
	P
	A

	B
	C
	D
	E
	F

	G
	H
	K
	L
	N

	O
	Q
	R
	T
	U

	V
	W
	X
	Y
	Z


Note that since we have one extra letter, I and J always go in the same square.

1) Go through the entire message, splitting it into pairs of letters. For any pair that is a letter repeated, add an X in between the repeated letters and regroup. Continue doing this through the message as necessary. (In code, we'd loop through, grabbing pairs until we found one with a repeat. Here we'd insert the X.)

2) Now, for each pair, if the letters appear on the same row,  replace each letter by the letter to the right, cyclicly, if necessary.

3) If the letters are in the same column, replace each letter by the letter below, cyclicly, if necessary.

4) Otherwise, replace each letter with the letter that appears in the same row as the original letter and the same column as the other letter.

III. Transposition

The term transposition simply refers to the reordering of the plaintext letters by switching rows and columns in some fashion. (Note the similarity in this definition and the definition of a transpose of a matrix.)

In the example in the text, they write out a message from the top left corner to the bottom right hand corner, by rows, then read the message by columns, with permuted columns. Here is the original matrix:

	4
	3
	1
	2
	5
	6
	7

	a
	t
	t
	a
	c
	k
	p

	o
	s
	t
	p
	o
	n
	e

	d
	u
	n
	t
	i
	l
	t

	w
	o
	a
	m
	x
	y
	z


Now, first read out column 1, then 2, etc. in order:

ttnaaptmtsuoaodwcoixknlypetz

of course, this preserves the actual letters and frequencies. The best way to break this is to guess various different column sizes and look for familiar digrams, trigrams or words in individual columns of the cipher text written in rows...

Of course, we could apply a transposition multiple times in such a manner that the letters would be very scrambled. Typically, this technique is added onto other techniques that also hide the actual letters in the message.

IV. Rotor machines

The Enigma is the key historical example of a rotor machine. Since you'll be reading about this in detail in The Code Book I'll only touch of a few important points.

Simply by using similar mechanical parts (that were reasonably easy to produce), a cipher similar to the vigenere could be created, but one with a key word that was far, far longer than one that could be reasonably computed by hand.

The machine works similar to a odometer in a car. Each dial acts like a digit and rotates one unit after the previous dial has completed a full revolution. Thus, the total number of settings of the dials is exponential in the number of dials.

It's interesting to note some of the tricks employed by the Polish and British in cracking the Enigma. These are discussed in detail in The Code Book, so pay attention to that. The main points are:

I. Not only does a cryptosystem have to have a sound mathematical basis, but it also must be implemented properly to increase the chances of secure communications.

II. Espionage often plays a key role in the breaking of cryptosystems.

III. A combination of sheer luck and incredible skill is often necessary to break or create a cryptosystem. This idea often applies to many historical events, even outside of the realm of cryptography. One must not only possess great skill to change history, but he or she must often times, also be lucky.

V. Steganography

Steganography is the art of trying to hide the fact that you are communicating at all. This works very well when no one suspects you are attempting to communicate secretly. However, if one knows that a particular person is doing so, some of the methods listed in the textbook could be discovered reasonably easily.
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