Lecture 13: Elliptic Curve Cryptography

In general, an elliptic curve can be defined by the equation y2+axy+by = x3+cx2+dx+e.

For our purposes, we'll only consider those of the form:  y2 = x3 + bx + c.

Consider the following example: Let a=1, b=1. We define the set of points that satisfy the equation y2 = x3 + x + 1, as E(1,1). If we include "the point at infinity" with these points, we have a set of points that define an abelian group, under certain conditions.

A couple notes before we define the group.

1) Note that the graph is symmetric about the x-axis. If (x,y) is a solution to the equation above, so is (x, -y). For our particular graph some sample points are (0, 1), (0, -1), (1, (3) and (1, -(3).

2) To ensure that the function in x on the right-hand side has no repeated factors, we must make sure to pick a and b such that 4a3 ( 27b2.

If we pick a and b based on the rules in #2, then we define addition amongst these points as follows:

If 3 points on an elliptic curve lie on a straight line, their sum is 0, the point at infinity.

If we consistently apply this definition above, we can derive the following:

1) 0 = -0, and 0 is the additive identity, thus P + 0 = P.

For the rest of these rules, we will assume that P(0 and Q(0.

2) if P=(x,y), then -P=(x,-y).

3) To define addition of P+Q, draw a straight line through P and Q. Define the point at which this line intersects the curve as R. Then, we have P+Q= -R. (Notice how this is consistent with the original definition, that P+Q+R = 0.)

4) P + -P = 0, since the line through them is a vertical line that doesn't intersect any other point on the line, thus the intersection is "the point at infinity."

5) To calculate 2Q, draw a tangent line to the curve at Q and find the intersection of this tangent line with the curve. Denote this point as S. Then, we have 2Q = -S.

Now, we can extend this definition to a finite set of points that forms a finite field. We can do this by only allowing integer points and considering each point mod a prime, (or a value that is a perfect power of 2.)

Elliptic Curve Arithmetic

Based on the definition of addition above, we can algebraically add two distinct points P and Q with the coordinates (xP, yP) and (xQ, yQ) to obtain R=(xR, yR) as follows:
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If we are doing our calculations (mod p), the we simply reduce each answer (mod p), and each division operation converts to determining an inverse (mod p).

If we are doubling a particular point P, then we only need to change the two following formulas from above:
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Consider the following three examples:

Let P=(3,10) and Q(9,7) in E23(1,1). (Note: The subscript 23 denotes which number to mod by.)

P+Q = (17, 20)
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2P = (7, 12)
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4P = 2(2P) = (17, 3) = -P, since 20 = -3 mod 23.
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ECC: Analog of the Diffie-Hellman Key Exchange

Use the elliptic curve Eq(a,b) and pick a point in the set G=(x,y) such that G has a large order. The order of a point G is defined as follows:

The order of G, n, is defined as the smallest positive integer n for which nG = 0, (the point at infinity).

For the key exchange both Eq(a,b) and G are public elements.

User A will pick a random value 0 < nA < n, that they will keep secret. Then they will calculate PA =  nAG.

User B will pick a random value 0 < nB < n, that they will keep secret. Then they will calculate PB =  nBG.

A and B swap their "public" values and then calculate K as follows:

A calculates K = nAPB    and
B calculates K = nBPA
Note that these are both equal to nAnBPB and that one who intercepts PA and PB can not calculate nA, nB, or K, due to the difficulty of the discrete log problem for elliptic curves. (This is attempting to calculate k given P and G, where P = kG for an elliptic curve.)

Cryptographic Scheme Using Elliptic Curves

As above, use the elliptic curve Eq(a,b) and pick a point in the set G=(x,y) such that G has a large order.

For an user A of the system, they must pick a random value 0 < nA < n, that they will keep secret. Then they will calculate PA =  nAG, which will be public.

In order for an user B to send a message to A, they must pick a random value k 0 < k < n, that they keep secret. Then, to encrypt the plaintext Pm, they will send two points as the ciphertext Cm as follows:

Cm = { kG, Pm+kPA }

If someone intercepts this message, they can not determine k due to the difficulty of the discrete log problem. Without k, they have no way of determining kPA without the private key. Now, to decrypt, A computes as follows:

Pm = (Pm+kPA) - nA(kG). To see this works, expand out the RHS:

(Pm+kPA) - nA(kG) = Pm+knAG - nA(kG) = Pm.

Note: There's no quick known way to solve the discrete log problem for elliptic curves or modular exponentiation. But, there's no proof that one doesn't exist either.
_1150018369.unknown

_1150018642.unknown

_1150018795.unknown

_1150018930.unknown

_1150018959.unknown

_1150018872.unknown

_1150018772.unknown

_1150018577.unknown

_1150018619.unknown

_1150018451.unknown

_1150018475.unknown

_1150018064.unknown

_1150018095.unknown

_1150018017.unknown

