COT 5937: Introduction to Cryptography - Summer 2004
Arup Guha

dmarino@cs.ucf.edu, (407) 823 - 1062

Office Hours: MW 5-6pm, or by appointment

Course Web Page: http://www.cs.ucf.edu/courses/cot5937/sum04/index.html
Teaching Assistant: Hua Zhang, hzhang@cs.ucf.edu

Office Hours: TR 5-6pm in CC1-202, or by appointment

Class Days and Times: Monday and Wednesday 6:30-8:20pm

Classroom: CL1-309
Required Textbooks: Cryptography and Network Security by William Stallings

                                     The Code Book by Simon Singh

Secondary Textbook: Cryptography Theory and Practice by Douglas Stinson

Outline of  material covered:









Chapter



1. Classical Encryption Techniques 



2

2. Brief Overview of Data Encryption Standard(DES)
3


3. Introduction to Finite Fields



4

4. Advanced Encryption Standard(AES)


5

5. Contemporary Symmetric Ciphers



6

6. Number Theory





8

7. RSA Encryption





9

8. Other Public Cryptosystems



10

9. Message Authentication and Hash Functions

11

10. Digital Signatures
(if time permits)


13

Tentative Assignments and Grading Breakdown:










worth(% of grade)

2 programming assignments: 





total of 15%

final project: Cipher Contest





20%

several written homework assignments: 



total of 15%

Code Book Quiz(May 26)





5%

Midterm exam(June 9): 





20%

Final exam(July 28):






25%

Note: +/- grades may be given in this course if deemed appropriate.

Academic Dishonesty Policy: All assignments except for the first program and the final project MUST BE done individually. Sharing answers or working together on specific problems is prohibited. Students are permitted to discuss without writing general strategies with other students in the class. Students may also get help debugging code from students not in the class. Please try to come to the instructor or the TA if you are having difficulty on assignments. Failure to adhere to these policies may result in the lowering of the final class grade by a whole letter grade, on the first offense.

Tentative Course Schedule

	Week
	Monday
	Wednesday

	1 (May 10,12)
	Introduction
	Finish Chapter 2

	2 (May 17, 19)
	Other Introductory Schemes
	DES

	3 (May 24,26)
	DES Cryptanalysis
	Intro Finite Fields, Code Book Quiz

	4 (June 2)
	Memorial Day - No class
	More Finite Fields, AES

	5 (June 7, 9)
	AES, Exam Review
	Exam #1

	6 (June 14, 16)
	Blowfish, RC5
	Intro to Number Theory

	7 (June 21, 23)
	Primality Testing
	RSA, Dillie-Hellman

	8 (June 28, 30)
	Factoring Algorithms
	Elliptic Curve Arithmetic

	9 (July 7)
	Independence Day - No class
	Elliptic Curve Cryptography

	10 (July 12, 14)
	Authentication
	Hash Functions

	11 (July 19, 21)
	Digital Signatures
	DSS + Final Exam Review

	12 (July 26, 28)
	Group Presentations
	Final Exam


Tentative List of Assignments and Due Dates (except the Final Project)

	Assignment
	Given
	Due

	Hmk #1: Cryptanalysis
	5/12
	5/26

	Prog #1: AES
	5/26
	6/16

	Hmk #2: Number Theory
	6/16
	6/28

	Hmk #3: RSA
	6/28
	7/7

	Prog #2: Elliptic Curves
	7/7
	7/21


Tentative Final Project Due Dates

	Stage
	Dates

	Code for Cryptosystem is Due
	June 2

	Ciphertext is given to all groups 
	June 7

	Chosen Plaintext given
	June 14-23

	Encryption code given
	June 23-30

	Final Report and Presentation
	July 26


